
#SAFECARD
UKRAINE 
Sep 2016 – Dec 2017



UKRAINE TODAY

Migration 
& unemployment

Anti-terroristic operationArticle 200 
decriminalization

Usage of mobile devices 
is allowed in prisons

1500% growth of Internet 
& Social Engineering 
fraud 

Innovative payment 
services & products

Internet of things: to buy, 
to sale, to ask help, to 
find friends…
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UKRAINE TOMORROW
Operations with payment instruments and ATMs  
in Ukraine are cozy and secure

Citizens do not afraid 
to pay cashless
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WHAT TO CHANGE?

Legislation

Citizens awareness

LEAs 
awareness 

& cooperation 
procedures
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BUDGET $198,550
■ Legislation

■ Citizens awareness

■ Software

■ Cooperation

■ Prosecutors  
& Judges awareness

34%
46%

6%6%
8%
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Software

#SAFECARD

Cooperation 
Banks & LEAs

Prosecutors 
& Judges

Legislation

Legislation

Citizens 
awareness

Citizens 
awareness

LEAs awareness 
& cooperation 

PROJECT STRUCTURE
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LEGISLATION
To strengthen offence  
of Article 200 CC  
to criminal

To add to Criminal  
Code of Ukraine 
definition for “phishing”

To add to Criminal 
Code of Ukraine 
definition for “vishing”
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CITIZENS

EVALUATION EDUCATIONAL MATERIALS CHANNELS

■ Pre-test
■ Middle-test
■ Post-test 

■ Videos 
■ Posters
■ Banners
■ Web visuals
■ Infographics 
■ Social newspaper

■ TV
■ Radio 
■ Newspapers
■ Outdoor 
■ Transport
■ Indoor
■ Internet / Social Media
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SOFTWARE

DURING 24 HOURS AFTER  
victim’s claim on  
WWW.CYBERCRIME.ORG.UA 
to get in banks information about 
regions where money mules  
have got cash or completed  
cashless operations.

TO CHECK IF INFORMATION  
on the magnetic stripe  
belongs to payment card.
TO CHECK IF CARD 
is listed in the array of card that  
are used in fraud schemes.

WEB APPLICATION 
CRIME-CHECK ONLINE

MOBILE APPLICATION 
CARD-CHECK ONLINE

#SAFECARD UKRAINE

www.cybercrime.org.ua


COOPERATION BANKS & LEAS

5 WORKSHOPS IN 5 REGIONS:
Kyiv, Dnipro, Kharkiv, Odesa, Lviv.

PARTICIPANTS OF WORKSHOPS: 
Banks, Cyber Police, Patrol Police, 
Investigators, Prosecutors.
February, March, April, May, June.

INTERBANK ANTI-FRAUD EXCHANGE-
ONLINE SYSTEM for urgent information 
about fraud cases.
Users: Banks, Payment Providers & Cyber Police.

WIKI-BASED INVESTIGATE-ONLINE 
SYSTEM for summarized information 
about actual schemes of payment fraud 
types, their features and traces.
Users: Patrol Police, Cyber Police, 
investigators, Prosecutors, Judges, Banks.

FACE-TO-FACE WORKSHOPS ON-LINE COOPERATION 
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PROSECUTORS & JUDGES

ROUND TABLES IN THE NATIONAL 
ACADEMY OF PROSECUTORS.
Special information materials  
for prosecutors and candidates  
to prosecutors.
Printed collections of materials.

LECTURES IN THE HIGH SCHOOL  
FOR JUDGES.
Special information materials  
for judges and candidates to judges.
Printed collections of materials.

PROSECUTORS JUDGES
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TARGETS

The bill draft is enrolled in the Parliament of Ukraine

Terms of getting information decreased  
at least 50%

Awareness of citizens how to detect fraud, to protect 
themselves and to react increased at least 30%

LEGISLATION

LEAS & BANKS 
COOPERATION 

CITIZENS
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IMPROVING CRIMINAL
LEGISLATION

of Ukraine to make it compliant with international standards  
and adequately address cybercrime related to ATM  

and payment instruments fraud



■ November, 4 2016. Draft of the bill #5361 
that includes amendments in Article 200 of the Criminal Code of Ukraine is agreed, drafted  
in cooperation with law enforcement authorities and National bank of Ukraine and enrolled  
in the Parliament of Ukraine. 

■ During Q4 2016. Support letters 
from National Police Cybercrime department and NSDC (Interdepartmental Research Centre  
for Combating Organized Crime under the National Security and Defence of Ukraine)  
were received by Parliament Committee. 

■ March 14, 2016. Draft of the bill recommended 
for the re-first hearing by Parliament Committee on Financial Policy and Banking  after non-
positive first hearing.

LEGISLATION
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■ 2 meetings: Parliament’s Committee on Financial Policy  
and Banking working group and National bank’s working group  
were held 
Proposition (Comparative) table that includes amendments, arguments, propositions  
to the Draft of the bill was discussed, developed and April,4 2017 addressed  
by the Parliament Committee to the Parliament in form of re-newed Draft law. 

■ April,7 2017. Re-newed draft of the bill № 5361-д 
re-registered for the re-first hearing.

■ June, 20 2017. Draft of the bill № 5361-д failed 
after non-positive first hearing.

LEGISLATION
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■ During Q3 2017. 4 meetings:
Parliament’s Committee on Financial Policy and Banking working group and National bank’s 
working group were held. Proposition (Comparative) table that includes amendments, 
arguments, propositions to the Draft of the bill was discussed, developed and addressed  
to the Parliament Committee in form of re-re-newed Draft law. Notes for the Governor  
of the National bank of Ukraine regarding Draft law were prepared and presented.

■ November, 7. Re-re-newed draft of the bill #7270 
was re-registered for the first hearing.

■ More than 230 digital publications
of the importance of social support for the drafts #5361, 5361-д, 7270 were drafted  
and placed in the media during 12 month  period. 

LEGISLATION
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#SAFECARD
AWARENESS CAMPAIGN

Enhancing the Ukrainians’ Security Awareness 
in the Battle Against Payment Fraud



THE KEY REASON
for what we had conducted #SafeCard Awareness Campaign

2014 2016

37%
12%

37% of Ukrainians have experienced payment 
fraud in 2016. This percentage has gone up  
3 times since the 2014 study.

#SAFECARD AWARENESS CAMPAIGN



CAMPAIGN STAGES:

Pre-test 
OCT – NOV, 2016

Awareness campaign
DEC, 2016 – SEP, 2017

Post-Test
SEP – NOV, 2017

#SAFECARD AWARENESS CAMPAIGN



PRE-TEST. IMPACT POINTS

■ UKRAINIANS 55+ OLD experience the highest rate of payment fraud
in 2016, 15% of the elderly have experienced Payment Fraud

■ WOMEN experience the greater rate of card fraud
in 2016, 13% of women and 10% of men have experienced Payment Fraud

■ MORE THAN HALF of Ukrainians exhibit risky behavior  
and need education on payment fraud prevention

#SAFECARD AWARENESS CAMPAIGN



PRE-TEST. KEY TAKEAWAYS
What Is To Be Done?

EDUCATE AND ENGAGE THE UKRAINIANS: 
help consumers to understand how they can protect themselves against payment fraud

PROVIDE THE KEY CARD FRAUD SAFEGUARDS:
the Ukrainians do not understand the importance of many security measures but it’s necessary  
to keep their mind on the key ones

COMMUNICATE MORE EFFECTIVELY:
make educational materials easy to understand and available through all possible  
communication channels

#SAFECARD AWARENESS CAMPAIGN



Vishing Phishing Cash-trapping Skimming

FOCUS POINTS
We’ve focused on providing the key safeguards  
against top 4 wide-scale payment frauds:

#SAFECARD AWARENESS CAMPAIGN



KEY FRAUD SAFEGUARDS

“ONLY CARD NUMBER!”
a key safeguard against Vishing Fraud

“CHECK THE PAYMENT WEBSITE!”
a key safeguard against Phishing Fraud

“COVER PIN!”
a key safeguard against Skimming Fraud

“DON’T GO AWAY FROM ATM! 
If you didn’t receive cash without 
any clear cause” 
a key safeguard against Cash-Trapping Fraud

“BLOCK THE CARD  
and apply to the Police through 
the Cyberpolice’s web-site!” 
a key what to do if one experienced Payment Fraud

#SAFECARD AWARENESS CAMPAIGN



OUTDOOR

30 billboards were erected on the 
streets of Kyiv. The reach equaled 2,1 
Mio+ viewers.

#SAFECARD AWARENESS CAMPAIGN | 
COMMUNICATION CHANNELS



TRANSPORT

Subway promotional campaign was conducted in Kyiv. The reach equaled 1,8 Mio+ viewers per day.

#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS



INDOOR

Consumer educational posters were placed at Alchevsk Iron & Steel Works,  
Slavyansky machine-building plant, 500+ Centers for legal aid providing and branches of 20+ banks.

#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS



SOCIAL 
NEWSPAPER

The pensioner fraud newspaper is 
being distributed among pensioners 
at Centers for legal aid providing and 
banks throughout Ukraine.

#SAFECARD AWARENESS CAMPAIGN |  
COMMUNICATION CHANNELS



SMM

SMM campaign has been running on Facebook and Vkontakte.  
The total reach equaled 4,3 Mio+ social networkers.
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INTERNET

Educational banners were placed on 400+ most reach websites (YouTube, Skype, OLX etc.).

#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS



YOUTUBE

The total TV ratings on YouTube are 1,0 Mio+ + views.

#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS

https://www.youtube.com/watch?v=ajj9wKVgSVc
https://youtu.be/p1Ev7i07y1A
https://www.youtube.com/watch?v=6PUj75uG_G0&t=2s
https://www.youtube.com/watch?v=G1J1GDNaUt8&t=2s


MASS MEDIA

The total amount of publications  
in the Ukrainian media as a result of Mass Media 
Campaign is 2K+ publications. 

#SAFECARD AWARENESS CAMPAIGN | COMMUNICATION CHANNELS



PAYMENT FRAUD AWARENESS
4 TIMES 3 TIMES TWICE

Non-awareness of need- 
not respond to calls asking  

for card account information, 
need-get off the phone and call 
the bank decreased four times

Non-awareness of need-use  
a known online payment service 
for card-to-card payments and 
top-up decreased three times

Non-awareness 
of need-cover PIN at ATM  

was down by half

#SAFECARD AWARENESS CAMPAIGN | POST-TEST IMPACT POINTS



KEY TAKEAWAYS

Consumer behavior tends to be less risky.

But the Ukrainians need a follow-up and regular 
education on payment fraud prevention.

#SAFECARD AWARENESS CAMPAIGN



DEVELOPMENT
SOFTWARE AND 

HARDWARE TOOLS
to help Police receive and check information 

about ATM and payment fraud



CRIMECHECK ONLINE WEB-APP
was developed to to automate CyberPolice interaction with banks  
on the appeals of citizens in connection with the Internet fraud.

 
   

Application successfully helps to stop money laundering schemes.  
During 6 month period more than 6000 citizens’ appeals to CyberPolice were processed in the system.

DEVELOPMENT SOFTWARE AND HARDWARE TOOLS



CARDCHECK ONLINE COMPLEX 
WAS SUCCESSFULLY IMPLEMENTED
to help CyberPolice and Patrol Police in minutes 
receive information from payment card 
magstripe in order to:

■ determine is it counterfeit card

■ establish issuer bank and country

■ check whether this card  
was involved in money laundering scheme

DEVELOPMENT SOFTWARE AND HARDWARE TOOLS



IMPROVING 
KNOWLEDGE AND SKILLS 

of criminal justice professionals and their cooperation  
with banks dealing with criminal proceedings related to ATM  

and payment instruments fraud



IMPROVING KNOWLEDGE AND SKILLS



■ July, 23 2016. Working group EMA – Cyber Police Dep. – Patrol Police Dep.
was created by decree of National Police Head. Aim: to develop schemes of cooperation  
to prevent andto investigate crimes with payment instruments and ATMs.

■ During 2016-2017. 4 meetings of working group were hosted by EMA. 

■ During 2017. Representatives of Patrol Police and Cyberpolice Depts.
have been participated in 3 interbanks Payments and Credits Security Forums meetings. 

■ Schemes of cooperation were elaborated and included in reviewed 
version of cooperation procedures Banks – Cyber Police.

INTERAGENCY  
WORKING GROUP LEA & EMA

IMPROVING KNOWLEDGE AND SKILLS



WORKSHOPS FOR BANKS & LEAS 
■ February, 28 2017. Kyiv.

30 participants from Kyiv, Kyiv region, 
Vinnytsia, Zhytomyr and Chernihiv regions.

■ April, 5 2017. Dnipro.
27 participants from Zaporizhzhya, 
Kirovohrad, Cherkasy and Dnipro regions. 

■ April, 25 2017. Kharkiv.
29 participants from Luhansk, Donetsk, 
Sumy, Poltava, Kharkiv regions.

■ May, 30 2017. Odesa.
26 participants from Kherson, Mykolaiv, 
Odesa regions. 

■ June, 20 2017.
32 participants from Lviv, Ivano-Frankivsk, 
Zakarpattya, Chernivtsi, Volyn, Ternopil, 
Khmelnitskiy regions.

Structure of participants: 
Regional Banks, Cyberpolice, Investigators, 
Prosecutors, trainers and students of Kharkiv 
Academy of Internal Affairs.

Results:
Enhanced algorithms of cooperation 
and prevention; workshops participant’s 
registration in Exchange-online  
and Investigate-online.

IMPROVING KNOWLEDGE AND SKILLS



CYBER-WIKI INVESTIGATE-ONLINE
FOR LEAS WWW.C-WIKI.COM.UA
Software for Cyber-Wiki Investigate-online
was installed and customized, information structure of the system was created and filled with basic 
information.

Main topics: 
Basic principles of payment systems functioning, ATM Fraud, POS Fraud, Card-Not-Present Fraud, 
Social Engineering Fraud, Cardholder Fraud, Remote Banking Systems Fraud.

Actual number of users in test mode: 115.
Users: Banks, Cyberpolice, Investigators, Prosecutors, trainers and students of Kharkiv Academy  
of Internal Affairs.

IMPROVING KNOWLEDGE AND SKILLS



Interbank Antifraud  
EXCHANGE-ONLINE SYSTEM 
ibecom.ua
87 NEW EMPLOYEES of regional units of Cyber Crime Police were 
connected to and started to use information in system. 

Total number of CyberPolice users in Exchange-online: 129.

IMPROVING KNOWLEDGE AND SKILLS



PROSECUTORS
& JUDGES AWARENESS



■ Signed memorandums of cooperation
with National Academy of Prosecution of Ukraine and National School of Judges of Ukraine

■ 4 thematic workshops
for Prosecutors and candidates in Prosecutors were held in National Academy of Prosecution of Ukraine

■ 2 thematic lectures
were held in National School of Judges of Ukraine

■ Text  for manual for prosecutors and judges 
concerning basic  principles of payment systems functioning and crimes with usage  
of their infrastructure and instruments  was prepared and collaborated with representatives  
of Prosecutor and CyberPolice

PROSECUTORS & JUDGES AWARENESS
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Alexandr Karpov

aka@ema.com.ua

+380 44 568 58 38

aka@ema.com.ua

