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Data Source - Ukrainian Interbank Fraud Prevention System “Exchange-Online”  

108 participants -  banks,  processors, payment services, MIA from 

 

 
 

Payment Fraud Trends 2012-2014  
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1. ATM FRAUD 

1.1. Transaction Reversal Fraud (TRF) 
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In March 2014 in Russian Federation was picked up new modified device with 
microchip: 

 

 

 

 

1.2. Cash Trapping 

In Q1 2014 Ukrainian banks reported 10 cash-trapping incidents. 
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1.3. Skimming 

1.3.1. Physical skimming 

In Q1 2014 according to Exchange-online system data Ukrainian banks were 
faced with 78 skimming incidents on 38 ATMs.  
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1.3.2. Cyber skimming 

In February 2014 were detected cyber skimming facts on 29 ATMs Wincor 
Nixdorf. Malware used the same vulnerability of EPP keyboards as 
Trojan.Skimmer.18 for NCR ATMs. 

 Malware detection on Wincor Nixdorf ATMs was the result of common 
investigation of EMA Association banks on ATM data leaks in Kiev region during 
2010-2013 years. 

 

1.3.3. ATM direct dispense (Jackpotting) 

Two banks were reported of two incidents of jackpotting. As the result more than 
60 ATMs were emptied. Both incidents were possible by external intrusion into 
banking networks and taking further control of ATM networks.  
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2. CARD-NOT-PRESENT FRAUD 
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3. INTERNET-BANKING FRAUD 

 

Internet-banking fraud trends, Q4 2013 – Q1 2014 

In 1Q 2014 there were registered eight DDoS attacks on banking services. All attacks 
had the aim to hide fraudulent internet-banking transfers. 

Ukrainian Interbank Payment Systems Member Association “EMA” © 1999 – 2014 



6 

 

VII EASTERN EUROPE EMA FRAUD CONFERENCE  

18-19 September 2014 (Black Sea Bugaz, Odessa, Ukraine) 

 

The Ukrainian Interbank Payment Systems Member Association “EMA” with the 
support of the Cybercrime Unit of the Ministry of Internal Affairs of Ukraine, the State 
Financial Monitoring Service of Ukraine, ICITAP (International Criminal 
Investigative Training Assistance Program) of Department of Justice of USA and 
EAST (European ATM Security Team) continues started previous years effective 
experience exchange between law enforcement agencies and private sector in the inter-
country level. 

Day 1  
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Day 2 
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For more information please contact  
Alexey Krasyuk 

Information Security Advisor 
+38044 568-58-38  
okr@ema.com.ua  

Ukrainian Interbank Payment Systems Member Association “EMA” © 1999 – 2014 

mailto:okr@ema.com.ua

